
UBND TP THU DAU MOT 	LONG HOA XA-  WO CHU NGHiA VIVI' NAM 
PHONG CIAO PVC  VA DAO T40 	 D(ic 1ap - Tv do - Hvih phtic 

SO: 495/PGDDT 
V/v dam bao an toan, an ninh cac N thong 
CNTT tai cac dcm vi twang, co so( gido duc 

tren dia ban thanh pho 

Thil Dau Mot, ngay 07 thong 4 nom 2020 

Kinh 	
- HiOu truong cac twang Mam non, Mau gia9, Tieu 
hoc, Trung hoc co so. cong lap; 

- HiOu twang, chi.' co so gido chic ngoai ding lap. 

Can cir quyet dinh si;440/QD-PGDDT ngayathang 4 nom 2020 dm Throng 
phOng Gido duc va Dao tao ve phe duyOt Quy che dam bao an toan, an ninh thong 
tin trong hoat dOng ung dung ding nghO thOng tin dm Nganh Gido due va Dao tao 
Thanh phO Thu Dau MOt. 

Nham nang cao hiOu qua viOc dam bao an toan, an ninh cac he thOng COng 
nghO thong tin (CNTT) cua Nganh Gido due va Dao tao, Phong Gido duc va Dao 
tao de nghi hiOu truong cac don vi thuc hiOn va trien khai cac giai phap, nhiOm vu 
cu the nhu sau: 

I. NOi dung thuc WO: 

HiOu truong cac don vi to chirc tong ra soot viOc dam bao an toan, an ninh cac 
he thOng thong tin cila don via nhiing not dung sau: 

1. To chtrc thyc WO: 
1.1.Trach nhikIn can Hieu truirng dim vi: 
— Hieu truong don vi co trach nhiOm to chirc thuc hiOn cac quy dinh tai Quy 

the dam bao an toan, an ninh thong tin. 
— Ban hanh guy& dinh phan cong 130 phan hoac can 1)0 phu trach cac N thong 

dm don vi. 
— Chiu trach nhiOm truck Lanh dao Phong Gido due va Dao tao va 11y ban 

nhan dan Thanh phO trong cong tac dam bao an toan thong tin dm don vi. 
1.2.Trach nhRm cfia can 130 phu trach he thong: 
— Can bO phu trach hO thOng thong tin chiu trach nhiOm dam bao an toan, an 

ninh thong tin don vi. 
— Phai thay d6i mat khau khi tiep nhan cac hO thOng thong tin (bao gOm ca hO 

thOng camera quan sat), khong sir dung mat khau mac dinh hoac cac mat khau don 
gian (vi du: 123456, 123456789, abcd1234,...). Mat OIL phai có d0 phirc tap cao 
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(dai t6i thieu 8 kSi tg, c6 ky to Hoa, k)",  to thu6ng, kjf to s6, ky to dac biet nhu: 
!@#$%...) va phai thuOng xuyen thay d6i mat khAu. 

— Tham muu hieu truing cac giai phap bao mat N th6ng. Giam sat, danh gia, 
bao cao hieu truong cac rui ro c6 the xay ra trong qua trinh van hinh he th8ng. 

— Phi hop I/6i cac ca nhan, don vi lien quan tich cgc, khAc phvc khi xay ra sir 
c6 an toan, an ninh thong tin. 

2. Quin tri he thtmg 

2.1 Quin 157 phong may chii, no'i dat thiet bi hru tar: 

— Vi tri may chit, thiet bi luu tar du lieu la khu vijc han the tiep can. (Khong 
dAt may chit, thiet bi ltru tri du lieu, hinh anh camera,...tai phong bao ve hoac cac 
phong chirc nang khong dam bao an toan). 

— Chi nhang ngugi c6 trach nhiem theo sir phan cong cita hieu truang mai 
dugc phep vao cac khu vgc nay. 

2.2 Sao lull di? WO: 

— Cac,dit lieu quan trong 	don vi phai dugc sao km, bao g6m: thong tin cAu 
hinh th8ng, co ser &Cr lieu, nhat 14T he thong. Dam bao kha nang phvc hoi du lieu 
khi su co xay ra. 

2.3 Quin 15 truy 

— Tai khoan quan tri co quyen cao nhAt (Admin) chi dugc cap bang van ban 
cho mot ngtrgi. Cac tai khoan khac khi truy cap he th6ng can dugc phan quyen cu 
the, chi dugc phep truy cap cac thong tin phi' hop vOi chirc nang, nhiem vv, quyen 
han dugc phan cong. 

— Ngugi dugc giao tai khoan tren he thong c6 trach nhiem bao mat tai khoan 
va chiu trach nhiem tar& hieu trugng neu xay ra sg c6 mat an ninh, an toan thong 
tin. 

— He thing mpg khong day cila don vi phai c6 mat khAu truy cap va chi cho 
phep truy cap Internet (chin cac ket not den he thong may chit, he th6ng mpg dm 
don vi). 

3. Cie hinh vi bi cAm: 
— Nghiem cAm cac hinh vi sir dung he th6ng sai mvc dich, gay nguy co nhi6m 

vi rut, phan mem dOc hai,... 
— Khong sir dung thong tin dm don vi sai mvc dich, khong cung cap th8ng tin 

don vi (tai khoan, thong tin hoc sinh, thong tin phv huynh hoc sinh, thong tin nhan 
du lieu, hinh anh camera, ...) cho cac d6i Wong, don vi khac, khong phai 

Nganh Gido dvc va Dao tao Thanh ph6 trien khai, hugng dan. 
4. Tuyen tru)4n v'e cong tic dam bio an toan, an ninh he thiing CNTT 
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Nham nang cao hieu qua cong tac dam bao an toan, an ninh he th6ng CNTT 
Nganh Giao doe va Dao tap Thanh ph6. Hieu trugng cac don vi can quail triet cac 
not dung theo quyet dinh s6 480/QD-PGDDT ngay 61-thang 4 nam 2020 cUa 
Trugng phOng Gido doc va Dao tao ve phe duyet Quy the dam bao an toan, an 
ninh thong tin trong hog d6ng frng dung cong nghe thong tin dm Nganh Gido doc 
va Dao tao Thanh ph6 Thu Dau Wit den h6i deng giao vien, vien chuc cua don vi 
trong do dac biet quan tam den yeu to "Thai d6 nguoi dung"; Dam bao viec phan 
eking trach nhiem dm can b6, giao vien va vien chirc cong nghe thong tin khi tham 
gia he th6ng thong tin dia. nganh. 

II. Quin IS,  sty co: 

Trong qua trinh thoc hien neu xay ra so c6 mat an toan thong tin, an ninh he 
thong thong tin de nghi cac don vi xir 1y theo quy trinh co the nhu sau: 

Neu phat hien so c6 an toan thong tin ma khong xit 17 dugc, cac don vi can 
thoc hien theo quy trinh xtir ly sau: 

— Bugc 1: Bao cao hien trang so c6 cho Phong Gido doc va Dao taco 
+ Phong Gido doc va Dao tao, dien thoai: 02743837298; 

thudaumot@sgdbinhduong.edu.vn  
+ Ong Le Minh Tien — Chuyen vien, dien thoai: 0913860438; 

leminhtien@tptdm.edu.vn  
— Buck 2: Ph6i hop gitra cac don vi de ngan chan so ca xay ra trong thai gian 

sgm nhat. Tich coc ngan chin so c6 khac phoc hau qua, dam bao he th6ng hog 
d6ng On dinh, khong gay anh huang den hog d6ng chung dm don vi. 

— Bugc 3: Bao cao tong hop thong tin ve Phong Giao doc va Dao tao. 

Dam bao an toan, an ninh thong tin la nhiem vu quan trong, anh huang troc 
tier) den viec thoc hien cac nhiem vu chinh tri, chuyen mon cua don vi va nganh. 
Vi vay Phong Giao doc va Dao tao de nghi hieu truang cac don vi nghiem tac trien 
khai thoc hien cac quy dinh ve dam bao an toan, an ninh thong tin cac he th6ng 
CNTT cua nganh Gido dye va Dao tao Thanh ph6./. 

Nal nh 
- Nhu tren; 
- Lanh dao Phong GDDT; 
- Chuyen vien Phong GDDT; 
- Website Phong GDDT; 
- Ltru: VT, CM,TCCB. 

 

Jim& 1474,1 Whoi' 
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